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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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DETAILED ACTION 



1 . An amendment was received on 09 February 2005. Claims 1-11, 14-17, 19, 20, 
22-40, and 42 have been amended. Claims 13 and 41 have been canceled. New 
Claims 46-68 have been added. Claims 1-12, 14-40, and 43-68 are currently pending in 
the present application. 

2. It is noted that the current listing of claims includes two claims numbered 29. As 
the first of these claims is identical to Claim 28, it has been disregarded, and only the 
second, unique, Claim 29 has been considered. 



Drawings 



3. The Examiner acknowledges receipt of drawing amendments received 09 
February 2005 in compliance with 37 CFR 1.121(d). 

4. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they include the following reference character(s) not mentioned in the 
description: LCD Driver 13 (see Figure 2). Corrected drawing sheets in compliance with 
37 CFR 1.121(d), or amendment to the specification to add the reference character(s) in 
the description in compliance with 37 CFR 1.121(b) are required in reply to the Office 
action to avoid abandonment of the application. Any amended replacement drawing 
sheet should include all of the figures appearing on the immediate prior version of the 
sheet, even if only one figure is being amended. Each drawing sheet submitted after the 
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filing date of an application must be labeled in the top margin as either "Replacement 
Sheet" or "New Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by 
the examiner, the applicant will be notified and informed of any required corrective 
action in the next Office action. The objection to the drawings will not be held in 
abeyance. 

Specification 

5. The disclosure is objected to because of the following informalities: 
The specification appears to contain several minor grammatical and 
typographical errors. Note that all page references are to the substitute specification 
received 16 August 2004. For example, on page 3, line 9, it appears that in the phrase 
"The base verifies and decrypting the RN2", "decrypting" is intended to read "decrypts"; 
on page 5, lines 3-5, the phrase "and may be re-used in another secure connection" 
does not appear to have a subject"; on page 20, line 6, it appears that the reference to 
"encrypted response 80" is intended to refer to "encrypted response 65"; on page 21 , 
line 25, it appears that "cryptation algorithm" is intended to read "encryption algorithm"; 
on page 25, line 21 , it appears that "send" is intended to read "sent"; and on page 26, 
line 4, it appears that "Both ends has to send" is intended to read "Both ends have to 
send". 

The disclosure is objected to because it contains an embedded hyperlink and/or 
other form of browser-executable code. See page 28, line 14. Applicant is required to 
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delete the embedded hyperlink and/or other form of browser-executable code. See 
MPEP§ 608.01. 

Appropriate correction is required. The above is not an exhaustive list of errors, 
and Applicant's cooperation is requested in correcting any errors of which Applicant 
may become aware in the specification. 

6. The specification is objected to as failing to provide proper antecedent basis for 
the claimed subject matter. See 37 CFR 1.75(d)(1) and MPEP § 608.01 (o). Correction 
of the following is required: Independent claims 1 , 5, and 19 each recite the limitation 
"memory means including a separate unit". Although the specification provides proper 
antecedent basis for a separate unit including a memory means, there is no description 
or indication that a memory means, which is itself within a wireless communication 
device, has within it a separate unit. 

Claim Objections 

7. Claims 5, 24, and 47 are objected to because of the following informalities: 
Claim 5 recites "at least one pre-defined algorithm(s)" in line 10 of the claim. It 

appears that "algorithm(s)" is intended to read "algorithm". 

Claim 24 recites the limitation "at least one a master secret code and at least one 
signature" in lines 17-18 of the claim. It appears that this is intended to read "at least 
one of a master secret code and at least one signature". 
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Claim 47 recites "A wireless communication apparatus according to claim 46"; 
however, Claim 46 is directed to a wireless communication device. 
Appropriate correction is required. 

8. Applicant is advised that should claim 65 be found allowable, claim 66 will be 
objected to under 37 CFR 1 .75 as being a substantial duplicate thereof. When two 
claims in an application are duplicates or else are so close in content that they both 
cover the same thing, despite a slight difference in wording, it is proper after allowing 
one claim to object to the other as being a substantial duplicate of the allowed claim. 
See MPEP § 706.03(k). 

Claim Rejections - 35 USC §112 

9. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

10. Claims 1-12, 14, 19-21, 25-40, and 45 are rejected under 35 U.S.C. 112, first 
paragraph, as failing to comply with the written description requirement. The claim(s) 
contains subject matter which was not described in the specification in such a way as to 
reasonably convey to one skilled in the relevant art that the inventor(s), at the time the 
application was filed, had possession of the claimed invention. Independent claims 1 , 5, 
and 19 each recite the limitation "memory means including a separate unit". Although 
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the specification does describe a wireless communication device connected to a 
separate unit that has within it a memory means, the specification does not provide a 
description or any indication that a memory means within a wireless communication 
device also includes a separate unit. It is noted that, for purposes of interpreting the 
prior art, the claims have been considered to include a separate unit including a 
memory means, as supported by the specification. 

11. Claim 23 is rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the enablement requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. 
Specifically, Claim 23 is a single means claim. Single means claims are subject to an 
undue breadth rejection. See MPEP § 2164.08(a). 

12. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

13. Claims 3, 7-10, 14-18, 22, 23, 25, 27-35, 37-40, 42-44, and 46-68 are rejected 
under 35 U.S.C. 112, second paragraph, as being indefinite for failing to particularly 
point out and distinctly claim the subject matter which applicant regards as the 
invention. 

Claims 3 and 25 recite the limitation "said request". It is unclear whether this 
refers to the request of independent Claim 1 , or to the requests recited in each of 
Claims 3 and 25. This renders the claims indefinite. 
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Claims 7, 9, and 28-31 each recite the limitation "the master secret code". 
However, independent Claim 5 recites the limitation "a master secret code" in line 9 of 
the claim, and also recites "at least one master secret code" in lines 15-16. Therefore, it 
is unclear to which master secret code the dependent claims refer, which renders the 
claims indefinite. 

Similarly, Claims 8, 10, and 32-35 each recite the limitation "the signature"; 
however, independent Claim 5 recites the limitations "a signature" in line 1 1 and "at 
least one signature" in line 16. Therefore, it is unclear to which signature the dependent 
claims refer, which renders the claims indefinite. 

Claim 14 recites the limitation "without a smart card"; however, the independent 
claims include a "separate unit", i.e. a smart card, and the specification makes it clear 
that a separate unit is required (see page 4, lines 12-24, and page 19, lines 4-13, of the 
substitute specification). This contradiction renders the claim indefinite. 

Claim 15 does not use either of the terms "comprising" or "consisting of. 
Therefore, it is not possible to determine whether the claim is of open or closed 
construction, which in turn makes it impossible to determine the scope of the claim. 

Claim 22 recites the limitation "the master secret key" in lines 15-16 of the claim. 
There is insufficient antecedent basis for this limitation in the claim, although for 
purposes of interpreting the prior art it has been assumed to refer to the "master secret 
code". 

Claim 23 recites the limitation "a wireless application protocol comprising contact 
means" in line 3. It is unclear how an intangible concept such as a protocol could 
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comprise physical elements such as a contact means, which renders the claim 
indefinite. Further, there is insufficient antecedent basis in the claim for the limitation 
"the master secret key" in lines 7-8, although for purposes of interpreting the prior art it 
has been assumed to refer to the "master secret code". 

Claim 46 recites the limitation "said at least one master secret code" in line 15 of 
the claim. There is insufficient antecedent basis for this limitation in the claims. 

Claims 48-51 each recite the limitation "the master secret code". However, 
independent Claim 46 recites the limitation "a master secret code" in line 10 of the 
claim, and also recites "at least one master secret code" in line 15. Therefore, it is 
unclear to which master secret code the dependent claims refer, which renders the 
claims indefinite. 

Similarly, Claims 52-55 each recite the limitation "the signature"; however, 
independent Claim 46 recites the limitations "a signature" in line 1 1 and "at least one 
signature" in lines 16-17. Therefore, it is unclear to which signature the dependent 
claims refer, which renders the claims indefinite. 

Claims not specifically referred to above are rejected due to their dependence on 
a rejected base claim. 

14. Claims 1-12, 14, 19-22, 24-40, and 45 are rejected under 35 U.S. C. 112, second 
paragraph, as being incomplete for omitting essential elements, such omission 
amounting to a gap between the elements. See MPEP § 2172.01. The omitted 
element is a contact means for the wireless communication apparatus, as described on 
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page 4, lines 16-20, and page 19, lines 6-8, of the substitute specification, and also as 
claimed in claims 15, 23, and 46. 

Response to Arguments 

15. Applicant's arguments filed 16 August 2004 have been fully considered but they 
are not persuasive. 

Claims 1, 3-12, 14-19, 21-24, 27-40, and 42^4 were rejected under 35 U.S.C. 
103(a) as unpatentable over Ichikawa, PCT Publication W097/24831, in view of Anvret 
et al, European Publication EP 0538216. Claims 2, 20, 25, 26, and 45 were rejected 
under 35 U.S.C. 103(a) as unpatentable over Ichikawa in view of Anvret, and further in 
view of Weiss, US Patent 5485519. 

In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the rejections 
are based on combinations of references. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 
1986). 

Specifically, Applicant argues that none of the cited references teach a 
combination of a wireless communication apparatus that generates a master secret 
code used to initially secure connection between the wireless apparatus and a data 
communication apparatus, and thereafter stores the master secret code to be used at a 
later time. Applicant further argues that Ichikawa specifically does not disclose storing 
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of the master secret code; however, the Examiner believes that Ichikawa does indeed 
teach storing of a master secret code (see page 7, line 3-page 8, line 4, as cited in the 
previous Office action). Applicant additionally argues that Weiss does not describe a 
master secret code as set forth in the claims. However, Weiss was not relied upon to 
teach the specific limitation of a master secret code; rather, the combination of Ichikawa 
and Anvret, as described in reference to the independent claims, was used to teach that 
limitation (see Ichikawa, page 4, lines 10-15; see also Anvret, column 6, line 28-column 
7, line 13). Weiss was instead used to teach the additionally claimed limitation of 
Claims 2 and 20, namely storing a key only for a predetermined period of time. 
Applicant concedes that Weiss does teach the removal of a private key after a 
predetermined period of time. 

Therefore, for the reasons detailed above, the Examiner maintains the rejections 
as set forth below. 



Claim Rejections - 35 USC § 103 



16. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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17. Claims 1, 3-12, 14-19, 21-24, 27-40, 42-44, and 46-68 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Ichikawa, PCT Publication W097/24831 , in 
view of Anvret et al, European Publication EP 0538216. 

In reference to Claim 1 , Ichikawa discloses a method that includes connecting a 
wireless communication apparatus to a separate unit; accessing a wireless 
communication network (page 2, line 16-page 3, line 12); transmitting a request, which 
includes information on which of at least one algorithm the wireless apparatus supports, 
from the wireless apparatus to a data communication apparatus (page 10, line 14-page 
1 1 , line 11); the data communication apparatus choosing an algorithm and transmitting 
a message, which includes information about the chosen algorithm, to the wireless 
apparatus (page 9, lines 13-23); the wireless apparatus generating a master secret 
code (page 4, lines 10-12) and calculating a signature based on the chosen algorithm 
and the master secret code (page 4, lines 12-15); and saving the master secret code on 
a memory means of the separate unit and in the data communication apparatus (page 
7, line 3-page 8, line 4). However, Ichikawa does not explicitly disclose the use of 
public and private keys. 

Anvret discloses a method that includes the use of public and private keys in 
message communication (column 6, lines 1-11 and 47-48); transmitting a message, 
which includes the public key, to a wireless communication apparatus (column 6, lines 
39-41); transmitting a response, which includes a calculated signature, to a data 
communication apparatus (column 6, lines 28-41); the data communication apparatus 
calculating a master secret code based on a chosen algorithm, a received signature, 
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and the private key; and establishing a secure connection between the wireless 
apparatus and the data communication apparatus (column 6, line 28-column 7, line 13). 
Therefore, it would have been obvious to one of ordinary skill in the art at the. time the 
invention was made to combine Ichikawa's method of generating encryption keys with 
Anvret's method of identification and exchange of encryption keys, in order to promote 
the usage of smart cards that enable strong algorithms and enhanced security (see 
Anvret, column 1 , lines 23-25). 

In reference to Claim 3, Anvret further discloses re-establishing a connection by 
transmitting a request, which includes a calculated signature based on the algorithm, 
public key, and stored secret, from the wireless apparatus to the data communication 
apparatus (column 6, lines 1-11, 39-41, and 47-48). Anvret additionally discloses that 
the data communication apparatus calculates the master secret code based on the 
algorithm, signature, and private key, and establishes a secure connection to the 
wireless apparatus (column 6, line 28-column 7, line 13). 

In reference to Claim 4 and 27, Ichikawa further discloses that the separate unit 
is a smart card (page 2, lines 16-25). 

Claims 5, 15, 19, 22-24, and 46 each recite limitations recited in, and are 
substantially equivalent to, Claim 1 . The claims are therefore rejected by a similar 
rationale. 

In reference to Claim 6, Anvret further discloses a wireless communication 
apparatus having an exchangeable memory means (column 2, lines 37-41). Ichikawa 
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further discloses an exchangeable means (namely the smart card of page 2, lines 16- 

25). 

In reference to Claims 7-10, 28-35, 48, 49, and 52-55, Ichikawa further discloses 
that the master secret code and signature are each stored and generated on the 
separate unit (Figure 1; page 4, lines 2-15). 

In reference to Claims 11, 18, 21 , 36-40, 43, 44, and 56-64, Ichikawa further 
discloses that the separate unit is a smart card (page 2, lines 16-25). 

In reference to Claims 12 and 65-68, Ichikawa further discloses that the separate 
unit is a subscriber identity module (page 2, lines 16-25). 

In reference to Claim 14, Ichikawa further discloses an apparatus without a smart 
card (page 2, lines 16-25). 

In reference to Claim 16, Ichikawa further discloses encryption means for 
encrypting the master secret (page 1 1 , line 19-page 12, line 2). 

In reference to Claims 17 and 42, Ichikawa further discloses a secure database 
including at least one master code or signature (page 4, lines 12-15; Figure 5; page 7, 
line 9-page 8, line 10; page 11, line 19-page 12, line 2). 

Claim 47 corresponds substantially to Claim 3, and is rejected by a similar 
rationale. 

In reference to Claims 50 and 51 , Ichikawa further discloses a processor 
generating the master secret code (page 4, lines 2-15). 
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18. Claims 2, 20, 25, 26, and 45 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ichikawa in view of Anvret as applied to claims 1 and 19 above, and 
further in view of Weiss, US Patent 584551 9. 

In reference to Claims 2 and 20, Ichikawa as modified discloses everything as 
applied to Claims 1 and 19 above. However, neither Ichikawa nor Anvret explicitly 
discloses saving the master secret for a predefined time. Weiss discloses saving a 
master key for a predetermined time (column 12, lines 40-61). Therefore, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
combine Ichikawa and Anvret's method of encryption key exchange with Weiss 1 
teaching of saving keys for a predefined time, in order to prevent an unauthorized user 
from compromising the key (see Weiss, column 12, lines 40-61). 

Claim 26 corresponds substantially to Claim 3, and is rejected by a similar 
rationale. 

In reference to Claims 26 and 45, Ichikawa further discloses that the separate 
unit is a smart card (page 2, lines 16-25). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571 ) 272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




zad 



ANDREW CALDWELL 
SUPERVISORY PATENT EXAMINER 



